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For the purpose of virus detection, Usuda et al. first proposed automatic signature scheme with the help of honest compiler makers. Then Lin and Jan proposed their scheme which is suitable for distributed systems. However, Lin and Jan’s scheme is not secure and has the length restriction on source programs. To remove the length restriction and security problem, a new automatic signature scheme for distributed systems is proposed. Besides the detection of the virus infection, the new scheme has the following properties. The virus infection origin can be specified with the help of moderators. Executable programs and the corresponding source programs can be verified without releasing the source programs. The length restriction of source programs is also removed. The new scheme can be used for the spread of software packages. Customers easily check whether or not a spreading package is not infected by virus and is legal spread for a legal software package producer.

